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1. &9?<, ;484K< < C9D9K9AP C?4A<DG9@OI D9;G?PF4FB6 B5GK9A<S CB 8<EJ<C?<A9, 
EBBFA9E9AAOI E <A8<>4FBD4@< 8BEF<:9A<S >B@C9F9AJ<= 

*e?<: �aFP Cpe8cFa6?eA<S o6 Cc<xo?o7<Kec><x @exaA<;@ax coJ<a?PAo7o 6?<SA<S 6 
>oAFe>cFe CpoHecc<oAa?PAOx < 8e?o6Ox o6cFoSFe?PcF6ax. #o>a;aFP CoFpe6AocF< Je?e6Ox 
ay8<Fop<= < pacc@oFpeFP <x >a> ocAo6y 8?S QHHe>F<6Ao7o CpoHecc<oAa?PAo7o 6?<SA<S. 

 

OcAo6AOe ;a8aK< 8<cJ<C?<AO: 
1. CHop@<po6aFP CoASF<S Cc<xo?o7<Kec>o7o 6?<SA<S < AayK<FP aAa?<;<po6aFP 

c<FyaJ<R coJ<a?PAo7o 6?<SA<S. 
2. Pacc@oFpeFP @eFo8O, Cp<e@O < FexA<>< 6?<SA<S < >oAFp6?<SA<S. 
3. CHop@<po6aFP Aa6O>< QHHe>F<6Ao7o 6?<SA<S < >oAFp6?<SA<S 6 c<FyaJ<< 

6;a<@o8e=cF6<S c CapFAepa@<; 
4. �aFP @aFep<a? 8?S ca@oaAa?<;a < ca@o>oppe>J<< c6oe7o Co6e8eA<S 6 

c<FyaJ<< 6?<SA<S. 
� D9;G?PF4F9 B5GK9A<S CB 8<EJ<C?<A9 B5GK4RM<=ES 8B?:9A B6?489FP E?98GRM<@< 

;A4A<S@<, G@9A<S@<, 6?489A<S@<, B59EC9K<64RM<@< 8BEF<:9A<9 C?4A<DG9@OI 
D9;G?PF4FB6 BE6B9A<S B5D4;B64F9?PAB= CDB7D4@@O 4 >B@C9F9AJ<= 6OCGE>A<>B6, 
GEF4AB6?9AAOI B5D4;B64F9?PAO@ EF4A84DFB@: 

&45?<J4 1 
 9;G?PF4FO 

BE6B9A<S ���, 
EB89D:4A<9 < 

>B8O 
>B@C9F9AJ<= 

�9D9K9AP C?4A<DG9@OI 
D9;G?PF4FB6 B5GK9A<S CB 

8<EJ<C?<A9 
�A8<>4FBDO 

8BEF<:9A<S >B@C9F9AJ<= 

��-3  

 
%CBEB59A 
6<;G4?<;<DB64FP 84AAO9  

�� 3.1. �A49F B5M<9 
CD<AJ<CO < F9IAB?B7<< 
D45BFO E CDB7D4@@4@< 
D984>F<DB64A<S F45?<KAOI 
84AAOI 
 

�� 3.2. '@99F <ECB?P;B64FP 
F9IAB?B7<< 4?7BD<F@<K9E>B= 
6<;G4?<;4J<< 84AAOI 
 

�� 3.3. �?4899F F9IAB?B7<9= 
6<;G4?<;4J<< J<HDB6OI 
84AAOI (7D4H<><, 8<47D4@@O, 
F45?<JO) 
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2. �5N9@ 8<EJ<C?<AO  6 ;4K9FAOI 98<A<J4I  

"5M4S FDG8B9@>BEFP 8<EJ<C?<AO EBEF46?S9F 6 ;4K9FAOI 98<A<JO, 216K4EB6. 
 

3. !B89D:4A<9 8<EJ<C?<AO (@B8G?S) 

Pa;8e? 1. CyMAocFP < cFpy>Fypa 5peA8o6 

K?RKe6Oe CoASF<S: Fo6ap, Fo6apAO= ;Aa>, Fop7o6aS @ap>a, 6peA8. CFpy>Fypa 
6peA8o6. M<cc<S, <A8<6<8ya?PAocFP, 6O7o8O, JeAAocF<, aFp<6yFO.  

 

Pa;8e? 2. OcAo6O pa;pa6oF>< cFpaFe7<< 5peA8a. �peA8-@eAe8:@eAF  
C<FyaJ<oAAO= aAa?<;: >oA>ypeAFO, CoFpe6<Fe?<, Cpo8y>F/>o@CaA<S. AAa?<; 

CoFpe6<Fe?e=: ce7@eAFaJ<S, 6O6op Je?e6Ox ce7@eAFo6, AAa?<; CoFpe6<Fe?e=: <Aca=F 6 
6peA8<A7e. AAa?<; >oA>ypeAFo6. #opFHe?P 6peA8a. CFpaFe7<S CopFHe?S 6peA8o6, 
apx<Fe>Fypa 6peA8o6: @y?PF<6peA8O, ;oAF<KAOe 6peA8O, @apoKAoe ce@e=cF6o, 
>aAA<6a?<;@ 6peA8a, o6ep6peA8<A7, cy66peA8O. �;a<@oc6S;P < 6;a<@o8e=cF6<e 6peA8o6 6 
CopFHe?e. #?aA<po6aA<e < pacL<peA<e CopFHe?S. PecFa=?<A7, peCo;<J<oA<po6aA<e, 
pe6peA8<A7. #pe8CocO?>< > 6O6opy cFpaFe7<<, cFpaFe7<S Cepexo8a 

 

Pa;8e? 3. Pa;pa6oF>a ocAo6AOx cocFa6?SRM<x 5peA8a. �AcFpy@eAFO < 

FexAo?o7<< 5peA8<A7a 
A=8eAF<>a. �<;ya?PAOe < 6ep6a?PAOe cocFa6?SRM<e H<p@eAAo7o cF<?S. �<6Oe 

6peA8O. �AFepa>F<6AaS a=8eAF<>a. Pa;pa6oF>a 6peA8- 6y>a, yCa>o6>a, Ae=@<A7, 
H<p@eAAO= cF<?P, 6peA8<po6aA<e Aoc<Fe?e= cF<?S. OcAo6O >o@@yA<>aJ<oAAo= 
cFpaFe7<<. 4 «CommKnicaFion idea» >a> cCoco6 Co;<J<oA<po6aA<S. �oS?PAocFP: CoASF<e 
?oS?PAocF<. 

 

Pa;8e? 4. �epcoAa?PAO= 5peA8<A7 
CCeJ<H<>a «AeFo6apAo7o 6peA8a». �peA8 < CepcoAa:. Pa;pa6oF>a 

CepcoAa?PAo7o 6peA8a. �AcFpy@eAFO Cpo86<:eA<S < yCpa6?eA<S CepcoAa?PAO@ 

6peA8o@. 
 

4.  9>B@9A8G9@O9 B5D4;B64F9?PAO9 F9IAB?B7< 

1. �>F<6AO9 B5D4;B64F9?PAO9 F9IAB?B7<<: 
 a) @BAB?B7<K9E><= @9FB8 (<;?B:9A<9 F9BD9F<K9E>B7B @4F9D<4?4 6 HBD@9 @BAB?B74); 
 b) CB>4;4F9?PAO= @9FB8 (<;?B:9A<9 @4F9D<4?4 E CD<9@4@< CB>4;4); 
c) 8<4?B7<K9E><= @9FB8 (<;?B:9A<9 @4F9D<4?4 6 HBD@9 59E98O E 6BCDBE4@< < BF69F4@<); 
d) CDB5?9@AB9 <;?B:9A<9 (CD9CB8464F9?P EF46<F CDB5?9@G < D4E>DO649F 8B>4;4F9?PAB 
CGF< 99 D9L9A<S). 
2. �AF9D4>F<6AO9 B5D4;B64F9?PAO9 F9IAB?B7<<:  
a) <EE?98B64F9?PE><9 (CB8 DG>B6B8EF6B@ CD9CB8464F9?S EFG89AFO D4EEG:84RF, D9L4RF 
6B;A<>4RM<9 6BCDBEO, 4A4?<;<DGRF, B5B5M4RF, 89?4RF 6O6B8O < D9L4RF CBEF46?9AAGR 
;484KG, E4@BEFBSF9?PAB CB?GK4RF ;A4A<S 6 CDBJ9EE9 D4;D9L9A<S CDB5?9@O, ED46A<64S 
D4;?<KAO9 64D<4AFO 99 D9L9A<S);  
b) D4;5BD >BA>D9FAOI E<FG4J<= (>9=E-F9IAB?B7<S). 
� CD9CB8464A<< 8<EJ<C?<AO <ECB?P;GRFES D4;ABB5D4;AO9 B5D4;B64F9?PAO9 F9IAB?B7<< 
>4> FD48<J<BAAB7B, F4> < <AAB64J<BAAB7B I4D4>F9D4, GK<FO64RM<9 E@9L4AAO=, 
F9BD9F<>B- < CD4>F<>BBD<9AF<DB64AAO= I4D4>F9D 8<EJ<C?<AO:  

 ?9>J<<; 
 CD4>F<K9E><9 ;4ASF<S; 
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 8<E>GEE<<; 
 6OEFGC?9A<S E 8B>?484@< < EBB5M9A<S@<; 
 4G8<FBDAO9 C<EP@9AAO9 D45BFO; 
 6A94G8<FBDAO9 C<EP@9AAO9 D45BFO; 
 F9EF<DB64A<9. 

5. �9D9K9AP BEAB6AB= < 8BCB?A<F9?PAB= GK95AB= ?<F9D4FGDO, A9B5IB8<@B= 8?S 
BE6B9A<S 8<EJ<C?<AO (@B8G?S) 

�EAB6A4S ?<F9D4FGD4 

1.�B8<A, �.  . �D9A8<A7 : GK95AB9 CBEB5<9 / �.  . �B8<A. 4 4-9, <;8. 4  BE>64 : 
�4L>B6 < �, 2021. 4 184 E. 4 ISBN 978-5-394-02629-4. 4 &9>EF : Q?9>FDBAAO= // �4AP : 
Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: https://e.lanbook.com/book/93371 4 $9:<@ 
8BEFGC4: 8?S 46FBD<;. CB?P;B64F9?9=. 

2.%4=><A, �. �. "EAB6O 5D9A8<A74 : GK95AB9 CBEB5<9 / �. �. %4=><A. 4 

!B6BE<5<DE> : !�&', 2020. 4 56 E. 4 ISBN 978-5-7782-2906-8. 4 &9>EF : Q?9>FDBAAO= // 

�4AP : Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: https://e.lanbook.com/book/118507 (84F4 
B5D4M9A<S: 05.02.2023). 4 $9:<@ 8BEFGC4: 8?S 46FBD<;. CB?P;B64F9?9=. 
 

�BCB?A<F9?PA4S ?<F9D4FGD4 

1. �BDB8<A4, !. �. #E<IB?B7<S D9>?4@O : GK95AB9 CBEB5<9 / !. �. �BDB8<A4, �. �. 
-9F<A<A4. 4  BE>64 : (��!&�, 2021. 4 107 E. 4 ISBN 978-5-9765-4714-8. 4 &9>EF : 
Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: 

https://e.lanbook.com/book/182761. 4 $9:<@ 8BEFGC4: 8?S 46FBD<;. CB?P;B64F9?9=. 
 

6. �9D9K9AP D9EGDEB6 <AHBD@4J<BAAB-F9?9>B@@GA<>4J<BAAB= E9F< 
«<AF9DA9F» (84?99 – E9FP «<AF9DA9F», Q?9>FDBAAOI B5D4;B64F9?PAOI D9EGDEB6, 
Q?9>FDBAAOI 5<5?<BF9KAOI E<EF9@, A9B5IB8<@OI 8?S BE6B9A<S 8<EJ<C?<AO 

1. http://cyberleninka.rK/ 
2. http://att.nica.rK  
3. http://www.edK.rK/ 
4. http://window.edK.rK/window/library 

5. http://www.intKit.rK/catalog/informatics/ 

6. #BDF4? #D46<F9?PEF64 $BEE<<: http://government.rK. 
7. http://elibrary.rK/ 4 $BEE<=E><= <A89>E A4GKAB7B J<F<DB64A<S ($�!*). !4J<BA4?PA4S 
<AHBD@4J<BAAB-4A4?<F<K9E>4S E<EF9@4. 

8. www.scopKs.com 4 SCOP+S (SCIVERSE SCOP+S).  G?PF<8<EJ<C?<A4DA4S 
5<5?<B7D4H<K9E>4S < D9H9D4F<6A4S 54;4 84AAOI. 

9. http://wokinfo.com/ 4 Web of Science.  G?PF<8<EJ<C?<A4DA4S D9H9D4F<6AB-
5<5?<B7D4H<K9E>4S 54;4 84AAOI �AEF<FGF4 A4GKAB= <AHBD@4J<< %,�.  

 

7. OJeAoKAOe cpe8cF6a Co 8<cJ<C?<Ae 
 

OJeAoKAOe cpe8cF6a Co;6o?SRF oJeA<FP ;AaA<S, y@eA<S, 6?a8eA<e < ypo6eAP 
Cp<o6peFeAAOx >o@CeFeAJ<=. 

OJeAoKAOe cpe8cF6a Co 8<cJ<C?<Ae «#epcoAa?PAO= 6peA8<A7» 6>?RKaRF: 
>oAFpo?PAOe 6oCpocO Co 8<cJ<C?<Ae; 
6ap<aAFO ;a8aA<= 8?S 6OCo?AeA<S 8o@aLAe7o ;a8aA<S; 
6oCpocO 8?S 6OCo?AeA<S CD4>F<K9E><I  pa6oF. 

http://government.ru/
http://elibrary.ru/
http://www.scopus.com/
http://wokinfo.com/
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OJeA>a >aKecF6a oc6oeA<S Cpo7pa@@O 8<cJ<C?<AO «#epcoAa?PAO= 6peA8<A7» 
6>?RKaeF Fe>yM<= >oAFpo?P ycCe6ae@ocF<, Cpo@e:yFoKAyR aFFecFaJ<R. 

 

7.1. �D4>F<K9E><9 D45BFO CB 8<EJ<C?<A9 
*e?P Cpa>F<Kec><x ;aASF<=: <;yKeA<e 6o;@o:AocFe= ocAo6 6peA8<A7a 8?S 

pea?<;aJ<< CpoHecc<oAa?PAo= 8eSFe?PAocF< < AaC<caA<S �KP. 
 

Co8ep:aA<e >ypca Cpa>F<Kec><x ;aASF<= 

 

Pa;8e? 1. CyMAocFP < cFpy>Fypa 5peA8o6 

K?RKe6Oe CoASF<S: Fo6ap, Fo6apAO= ;Aa>, Fop7o6aS @ap>a, 6peA8.  CFpy>Fypa 6peA8o6. 
M<cc<S, <A8<6<8ya?PAocFP, 6O7o8O, JeAAocF<, aFp<6yFO. 
 

Pa;8e? 2. OcAo6O pa;pa6oF>< cFpaFe7<< 5peA8a. �peA8-@eAe8:@eAF  
C<FyaJ<oAAO= aAa?<;: >oA>ypeAFO, CoFpe6<Fe?<, Cpo8y>F/>o@CaA<S. AAa?<; 
CoFpe6<Fe?e=: ce7@eAFaJ<S, 6O6op Je?e6Ox ce7@eAFo6, AAa?<; CoFpe6<Fe?e=: <Aca=F 6 
6peA8<A7e. AAa?<; >oA>ypeAFo6. #opFHe?P 6peA8a. CFpaFe7<S CopFHe?S 6peA8o6, 
apx<Fe>Fypa 6peA8o6: @y?PF<6peA8O, ;oAF<KAOe 6peA8O, @apoKAoe ce@e=cF6o, 
>aAA<6a?<;@ 6peA8a, o6ep6peA8<A7, cy66peA8O. �;a<@oc6S;P < 6;a<@o8e=cF6<e 6peA8o6 6 
CopFHe?e. #?aA<po6aA<e < pacL<peA<e CopFHe?S. PecFa=?<A7, peCo;<J<oA<po6aA<e, 
pe6peA8<A7. #pe8CocO?>< > 6O6opy cFpaFe7<<, cFpaFe7<S Cepexo8a 
 

Pa;8e? 3. Pa;pa6oF>a ocAo6AOx cocFa6?SRM<x 5peA8a. �AcFpy@eAFO < 

FexAo?o7<< 5peA8<A7a 
A=8eAF<>a. �<;ya?PAOe < 6ep6a?PAOe cocFa6?SRM<e H<p@eAAo7o cF<?S. �<6Oe 6peA8O. 
�AFepa>F<6AaS a=8eAF<>a. Pa;pa6oF>a 6peA8- 6y>a, yCa>o6>a, Ae=@<A7, H<p@eAAO= 
cF<?P, 6peA8<po6aA<e Aoc<Fe?e= cF<?S. OcAo6O >o@@yA<>aJ<oAAo= cFpaFe7<<. 4 

«CommKnicaFion idea» >a> cCoco6 Co;<J<oA<po6aA<S. �oS?PAocFP: CoASF<e, ocAo6AOe 
@eFo8O Hop@<po6aA<S. Pa;pa6oF>a 
oCF<@a?PAo= Cpo7pa@@O ?oS?PAocF<. 
 

Pa;8e? 4. �epcoAa?PAO= 5peA8<A7 
CCeJ<H<>a «AeFo6apAo7o 6peA8a». �peA8 < CepcoAa:. Pa;pa6oF>a CepcoAa?PAo7o 
6peA8a. �AcFpy@eAFO Cpo86<:eA<S < yCpa6?eA<S CepcoAa?PAO@ 6peA8o@. 
 

7.2. "9@O 8?S E4@BEFBSF9?PAB= D45BFO 

Ca@ocFoSFe?PAaS pa6oFa AaCpa6?eAa Aa ;a>peC?eA<e < y7?y6?eA<e Co?yKeAAOx 
FeopeF<Kec><x < Cpa>F<Kec><x ;AaA<=, pa;6<F<e Aa6O>o6 Cpa>F<Kec>o= pa6oFO. 
 

Pa;8e? 1. CyMAocFP < cFpy>Fypa 5peA8o6 

Po?P 6peA8<A7a 6 @ap>eF<A7e. CCeJ<H<>a ce7@eAF<po6aA<S pOA>a. 
 

Pa;8e? 2. OcAo6O pa;pa6oF>< cFpaFe7<< 5peA8a. 5peA8-@eAe8:@eAF 

CCoco6O Co;<J<oA<po6aA<S 6peA8a. �?<SA<e CoFpe6<Fe?e= Aa >oAJeCJ<R < pa;6<F<e 
?<8<pyRM<x 6peA8o6. #p<;Aa>< oc?a6?eA<S 6peA8a 
 

Pa;8e? 3. Pa;pa6oF>a ocAo6AOx cocFa6?SRM<x 6peA8a. �AcFpy@eAFO < FexAo?o7<< 
6peA8<A7a 

AAa?<; oL<6o> 6 >peaF<6AOx FexAo?o7<Sx < >o@@yA<>aJ<< Cp< co;8aA<< Ao6Ox 6peA8o6. 
OA?a=Ao6Oe >o@@yA<>aJ<< 6peA8a. 
 

Pa;8e? 4. �epcoAa?PAO= 6peA8<A7 
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CCeJ<H<>a AeFo6apAo7o 6peA8<A7a. CCoco6O Co6OLeA<S ?oS?PAocF< > 6peA8y 
 

7.2 �BAFDB?PAO9 6BCDBEO CB 8<EJ<C?<A9 
Pa;8e? 1. CyMAocFP < cFpy>Fypa 5peA8o6 

1. �peA8. OF?<K<e 6peA8a oF Fo6apAo= @ap>< < Fop7o6o= @ap><. 
2. CoKeFaA<e 6peA8<A7a c 8py7<@< >oAJeCJ<S@< @ap>eF<A7a, a Fa>:e 
y;>ocCeJ<a?<;<po6aAAO@< AaCpa6?eA<S@<. 
3. !a;o6<Fe ocAo6AOe Cpe<@yMecF6a 6peA8a. 
4. !a;o6<Fe yc?o6<S, Cp< >oFopOx co;8aA<e 6peA8a oCpa68aAAo. 
5. !a;o6<Fe >?RKe6Oe oF?<K<S 6p<FaAc>o= Cpa>F<>< 6peA8<A7a. 
6. !a;o6<Fe >?RKe6Oe oF?<K<S HpaAJy;c>o= Cpa>F<>< 6peA8<A7a. 
7. !a;o6<Fe >?RKe6Oe oF?<K<S a@ep<>aAc>o= Cpa>F<>< 6peA8<A7a. 
8. !a;o6<Fe >?RKe6Oe oF?<K<S @e:8y e6poCe=c><@ Co8xo8o@ < a;<aFc><@. 
9. !a;o6<Fe oF?<K<e 7?o6a?PAo7o 6peA8a oF ?o>a?PAo7o 6peA8a. 
10. #epeK<c?<Fe c<?PAOe < c?a6Oe cFopoAO ?o>a?PAOx, 7?o6a?PAOx < KacFAOx 
6peA8o6. 
11. !a;o6<Fe @ap>eF<A7o6Oe cFpaFe7<<, >oFopOe Cp<@eASRFcS Cp< pa6oFe c >a:8o= <; 
7pyCC 6peA8o6. 
Pa;8e? 2. OcAo6O pa;pa6oF>< cFpaFe7<< 6peA8a. �peA8-@eAe8:@eAF 

1. #ocFpo=Fe a?7op<F@ co;8aA<S 6peA8a. 
2. !a;o6<Fe <AcFpy@eAFO co;8aA<S 6peA8a. 
3. OC<L<Fe ?R6yR <; KacFAOx @eFo8<> co;8aA<S 6peA8a. 
4. #p<6e8<Fe Cp<@epO ;oAF<KAOx 6peA8o6. 
5. !a;o6<Fe Cpe<@yMecF6a ;oAF<KAo7o 6peA8a. 
6. !a;o6<Fe CoFeAJ<a?PAOe y7po;O ;oAF<KAo7o 6peA8a. 
7. #epeK<c?<Fe cHepO Cp<@eAeA<S ;oAF<KAOx 6peA8o6. 
8. Ko78a Aeo6xo8<@o AaK<AaFP yCpa6?eA<e 6peA8o@? 
9. !a;o6<Fe >p<Fep<< oCpe8e?eA<S Fe>yMe7o cocFoSA<S 6peA8a. 
10. �<;AeAAO= J<>? 6peA8a: 6oCpocO, >oFopOe Aeo6xo8<@o ;a8aFP Aa >a:8o@ QFaCe. 
11. !a;o6<Fe ocAo6AOe <AcFpy@eAFO yCpa6?eA<S 6peA8a@<. 
12. !a;o6<Fe Aa<6o?ee pacCpocFpaAeAAOe 6peA8<A7o6Oe cFpaFe7<<. 
13. Mo:eF ?< Ae@aFep<a?PAaS cFo<@ocFP <@eFP @aFep<a?PAO= Aoc<Fe?P? 
14. OC<L<Fe @exaA<;@ 6o;A<>Ao6eA<S Ae@aFep<a?PAo= cFo<@ocF<. 
15. OC<L<Fe F<C<KAyR cFpy>Fypy Ae@aFep<a?PAOx a>F<6o6, o6OKAo Cp<A<@ae@yR 6 
pacKёF. 
16. !a;o6<Fe < oC<L<Fe Aa<6o?ee <;6ecFAO= @eFo8 oJeA>< @apoKAo7o >aC<Fa?a. 
17. !a;o6<Fe cyMecF6yRM<e @eFo8O oJeA>< @apoKAo7o >aC<Fa?a < <x >?RKe6Oe 
oF?<K<S. 
18. !a;o6<Fe oF?<K<S ;oA8<pyRM<x <cc?e8o6aA<= oF <cc?e8o6aA<= 8ec>p<CF<6AOx < 
>ay;a?PAOx. 
19. OC<L<Fe @exaA<;@ <cc?e8o6aA<S xapa>Fepa Fop7o6o= @ap><. 
20. OC<L<Fe @exaA<;@ cocFa6?eA<S >apFO CocFoSAAo7o Co>yCaFe?S. 
21. OC<L<Fe cxe@y oJeA>< 6peA8a 6 �AFepAeF. 
22. OC<L<Fe @exaA<;@ oJeA>< Cpo7pecca 6peA8a. 
23. OC<L<Fe oL<6>< 6ocCp<SF<S 6peA8a. 
24. #epeK<c?<Fe Cp<@epO oL<6o> o6Ao6?eA<S 6peA8a. 
25. !a;o6<Fe oL<6>< pacL<peA<S 6peA8o6. 
26. #p<6e8<Fe Cp<@epO oL<6o> Cpo86<:eA<S 6peA8a. 
27. !a;o6<Fe Cp<K<AO, Co >oFopO@ Cpo<cxo8SF a?PSAcO 6peA8o6. 
28. !a;o6<Fe 6O7o8O co6@ecFAo7o 6peA8<A7a. 
29. !a;o6<Fe oFp<JaFe?PAOe cFopoAO co6@ecFAo7o7 6peA8<A7a. 
30. !a;o6<Fe ocAo6AOe CoFeAJ<a?PAOe Cpo6?e@O 6peA8a. 



8 

 

31. !a;o6<Fe Cp<K<AO yA<KFo:eA<S @apo>. Oxapa>Fep<;y=Fe <x. 
32. Mo:eF ?< cyMecF6o6aFP 6peA8 Coc?e Fo7o, >a> Cpe>paF<?a cyMecF6o6aA<e Fop7o6aS 
@ap>a? 
33. #poJecc ce7@eAF<po6aA<S: Co >p<Fep<S@, Co Cp<;Aa>a@, Co ocAo6AO@ 7pyCCa@. 
34. #poJecc ce7@eAF<po6aA<S < QFaCO pa6oFO c ce7@eAFa@<. 
35. OcAo6AOe @eFo8O ce7@eAF<po6aA<S, 
36. #o;<J<oA<po6aA<e: >?RKe6Oe CoASF<S, <8e< < Fp< ocAo6AOe >oAJeCJ<<. 
37. �<8O Co;<J<oA<po6aA<S. 
38. Ypo6A< >p<Fep<e6 Co;<J<oA<po6aA<S 6peA8a. 
39. KoAJeCJ<S Co;<J<oA<po6aA<S 6peA8a. 
Pa;8e? 3. Pa;pa6oF>a ocAo6AOx cocFa6?SRM<x 6peA8a. �AcFpy@eAFO < FexAo?o7<< 
6peA8<A7a 

1. !a;o6<Fe ocAo6Aoe oF?<K<e 6peA8<A7a 6 ceF< oF 6peA8<A7a 6 @aFep<a?PAo= 
pea?PAocF<. 
2. OC<L<Fe cyFP >oAJeCJ<< «6?<;ocFP @ap><» <?< «paccFoSA<e 8o @ap><». 
3. !a;o6<Fe oco6eAAocF< 6peA8<A7a 6 ceF<. 
4. PaJ<oAa?PAOe, accoJ<aF<6AOe, Q@oJ<oAa?PAOe < Co6e8eAKec><e Q?e@eAFO 6 
cFpy>Fype 6peA8a. 
5. Co8ep:aFe?PAOe xapa>Fep<cF<>< 6peA8a. 
6. (yA>J<oAa?PAOe, <A8<6<8ya?PAOe, coJ<a?PAOe < >o@@yA<>aF<6AOe >aKecF6a 
6peA8a. 
7. MOc?<Fe?PAoe Co?e 6peA8a. 
8. (<?ocoH<S 6peA8a. 
9. �A8eAF<KAocFP 6peA8a < ee Q?e@eAFO. 
10. AFp<6yFO 6peA8a < <x xapa>Fep<cF<>a. 
11. MeFo8<>< co;8aA<S <@eA< 6peA8a. 
12. �peA8<A7 >a> Cpa>F<>a pa;pa6oF><, pea?<;aJ<< < pa;6<F<S 6peA8a. 
13. #poe>F<6AOe @eFo8<>< pa;pa6oF>< <A8<6<8ya?PAocF<, JeAAocFe=, accoJ<aJ<=, 
@<Ho?o7<< 6peA8a. 
14. #c<xo?o7<Kec><e @eFo8O Cp< pa;pa6oF>e <8eAF<KAocF< 6peA8a. 
15. Mo8e?< pa;pa6oF>< 6peA8a: «>o?eco 6peA8a», «&&�». 
16. Pa;pa6oF>a aFp<6yFo6 6peA8a. (op@a?PAOe < co8ep:aFe?PAOe Fpe6o6aA<S > <@eA< 
6peA8a. 
17. CCoco6O o6pa;o6aA<S < QFaCO co;8aA<S <@eA< 6peA8a. 
18. Co;8aA<e ce@aAF<Kec>o7o Co?S 8?S <@eA< 6peA8a. 
19. (oAoce@aAF<Kec><=, @opHo?o7<Kec><=, ?e>c<Kec><= aAa?<; < Q>cCepFAoe 
FecF<po6aA<e <@eA. 
20. YCa>o6>a >a> 6a:Ae=L<= aFp<6yF 6peA8a, ee <AHop@aF<6AaS < >o@@yA<>aF<6AaS 
HyA>J<<. 
21. (<p@eAAaS c<@6o?<>a < 8py7<e aFp<6yFO 6 c<cFe@e 6peA8<A7a. 
22. CCoco6O aAa?<;a ?oS?PAocF< 6peA8y. 
23. #po7pa@@a Hop@<po6aA<S ?oS?PAocF<. 
24. MepoCp<SF<S 6peA8<A7a 8?S yc<?eA<S pOAoKAOx Co;<J<= 6peA8a. 
Pa;8e? 4. �epcoAa?PAO= RpeA8<A7 
1. OC<L<Fe cCeJ<H<>y AeFo6apAo7o 6peA8a. 
2. !a;o6<Fe ocAo6AyR Cp<K<Ay, >oFopaS cCpo6oJ<po6a?a ocFpO= <AFepec > 
CepcoAa?PAo@y 6peA8<A7y. 
3. !a;o6<Fe ycCeLAOe CepcoAa?PAOe 6peA8O. 
4. #epeK<c?<Fe cHepO @a>c<@a?PAo7o pacCpocFpaAeA<S CepcoAa?PAo7o 6peA8<A7a. 
5. !a;o6<Fe 6o;@o:AOe CpeCSFcF6<S 8?S ycCeLAo7o pa;6<F<S CepcoAa?PAo7o 
6peA8<A7a. 
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6. #p<6e8<Fe Aec>o?P>o Cp<@epo6 CepcoAa?PAo7o 6peA8a <; ;apy6e:Ao= Cpa>F<>< < 
Cpa>F<>< P(. 
7. #p<6e8<Fe Cp<@epO oL<6o> 6 >peaF<6AOx FexAo?o7<Sx < >o@@yA<>aJ<< Cp< 
co;8aA<< Ao6Ox 6peA8o6. 
8. !a;o6<Fe <AcFpy@eAFO Cpo86<:eA<S < yCpa6?eA<S CepcoAa?PAO@ 6peA8o@. 
 

7. �9D9K9AP <AHBD@4J<BAAOI F9IAB?B7<=, <ECB?P;G9@OI CD< BEGM9EF6?9A<< 
B5D4;B64F9?PAB7B CDBJ9EE4 CB 8<EJ<C?<A9 (@B8G?R), 6>?RK4S C9D9K9AP 
CDB7D4@@AB7B B59EC9K9A<S < <AHBD@4J<BAAOI ECD46BKAOI E<EF9@ (CD< 
A9B5IB8<@BEF<) 

� CDBJ9EE9 BE6B9A<S B5GK4RM<@<ES 8<EJ<C?<AO (@B8G?S) @B7GF 5OFP 
<ECB?P;B64AO E?98GRM<9 <AHBD@4J<BAAO9 F9IAB?B7<<: 

 <ECB?P;B64A<9 A4 ;4ASF<SI Q?9>FDBAAOI <;84A<= (KF9A<9 ?9>J<= E 
<ECB?P;B64A<9@ E?4=8-CD9;9AF4J<=, 6<89B- < 4G8<B@4F9D<4?B6 (K9D9; �AF9DA9F),). 

 <ECB?P;B64A<9 BH<EAOI CDB7D4@@. 

 <ECB?P;B64A<9 <AHBD@4J<BAAOI (ECD46BKAOI) E<EF9@, 54; 84AAOI. 
 BD74A<;4J<S 6;4<@B89=EF6<S E B5GK4RM<@<ES CBED98EF6B@ Q?9>FDBAAB= 

CBKFO, �AF9DA9F-7DGCC, E>4=C, 6<89B>BAH9D9AJE6S;P. 
 >B@CPRF9DAB9 F9EF<DB64A<9.  
 

�4:8O= B5GK4RM<=ES 6 F9K9A<9 6E97B C9D<B84 BE6B9A<S 8<EJ<C?<AO B5GK9A<S 
8B?:9A 5OFP B59EC9K9A <A8<6<8G4?PAO@ A9B7D4A<K9AAO@ 8BEFGCB@ > Q?9>FDBAAB-
5<5?<BF9KAB= E<EF9@9 (Q?9>FDBAAB= 5<5?<BF9>9) < > Q?9>FDBAAB= <AHBD@4J<BAAB-
B5D4;B64F9?PAB= ED989 <AEF<FGF4. 
!BEF46 ?<J9A;<BAAB7B CDB7D4@@AB7B B59EC9K9A<S: Microsoft Windows; Microsoft Office; Ado6e 

CreaFive MasFer CollecFion, Kaspersky ,Endpoint SecKrity. 

8. �C<E4A<9 @4F9D<4?PAB-F9IA<K9E>B= 54;O, A9B5IB8<@B= 8?S BEGM9EF6?9A<S 
B5D4;B64F9?PAB7B CDBJ9EE4 CB 8<EJ<C?<A9 (@B8G?R) 

� CDBJ9EE9 BE6B9A<S B5GK4RM<@<ES 8<EJ<C?<AO (@B8G?S) @B7GF 5OFP 
<ECB?P;B64AO E?98GRM<9 <AHBD@4J<BAAO9 F9IAB?B7<<:  

<ECB?P;B64A<9 A4 ;4ASF<SI E?4=8-CD9;9AF4J<=, 6<89B- < 4G8<B@4F9D<4?B6 (K9D9; 
�AF9DA9F). 

BD74A<;4J<S 6;4<@B89=EF6<S E B5GK4RM<@<ES CBED98EF6B@ Q?9>FDBAAB= CBKFO. 
�4:8O= B5GK4RM<=ES 6 F9K9A<9 6E97B C9D<B84 BE6B9A<S 8<EJ<C?<AO B5GK9A<S 

8B?:9A 5OFP B59EC9K9A <A8<6<8G4?PAO@ A9B7D4A<K9AAO@ 8BEFGCB@ > Q?9>FDBAAB-
5<5?<BF9KAB= E<EF9@9 (Q?9>FDBAAB= 5<5?<BF9>9) < > Q?9>FDBAAB= <AHBD@4J<BAAB-

B5D4;B64F9?PAB= ED989 �)'&��!. 
� >4K9EF69 @4F9D<4?PAB-F9IA<K9E>B7B B59EC9K9A<S 8<EJ<C?<AO <ECB?P;GRFES 

GK95AO9 4G8<FBD<< 8?S CDB6989A<S ;4ASF<= ?9>J<BAAB7B F<C4, ;4ASF<= E9@<A4DE>B7B 
F<C4, 7DGCCB6OI < <A8<6<8G4?PAOI >BAEG?PF4J<=, F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 
4FF9EF4J<<, 4 F4>:9 CB@9M9A<S 8?S E4@BEFBSF9?PAB= D45BFO. #B@9M9A<S 8?S 
E4@BEFBSF9?PAB= D45BFO B5GK4RM<IES BEA4M9AO >B@CPRF9DAB= F9IA<>B= E 
6B;@B:ABEFPR CB8>?RK9A<S > E9F< �AF9DA9F < B59EC9K9A<9@ 8BEFGC4 6 Q?9>FDBAAGR 
<AHBD@4J<BAAB-B5D4;B64F9?PAGR ED98G <AEF<FGF4. 

"F89?PAO9 ;4ASF<S CDB6B8SFES 6 >B@CPRF9DAB@ >?4EE9, 6 FB@ K<E?9 E 8BEFGCB@ > 
ECD46BKAO@ CD46B6O@ E<EF9@4@ < CDBH9EE<BA4?PAO@ E<EF9@4@, < 54;4@ 84AAOI. 
#B@9M9A<S 8?S E4@BEFBSF9?PAB= D45BFO B5GK4RM<IES BEA4M9AO >B@CPRF9DAB= 
F9IA<>B= E 6B;@B:ABEFPR CB8>?RK9A<S > E9F< "�AF9DA9F" < B59EC9K9A<9@ 8BEFGC4 6 
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Q?9>FDBAAGR <AHBD@4J<BAAB-B5D4;B64F9?PAGR ED98G. 

9. �C<E4A<9 @4F9D<4?PAB-F9IA<K9E>B= 54;O (6 F.K. CDB7D4@@AB7B B59EC9K9A<S), 
D9>B@9A8G9@B= 8?S 484CF4J<< Q?9>FDBAAOI < C9K4FAOI B5D4;B64F9?PAOI D9EGDEB6 
8?S B5GK4RM<IES <; K<E?4 ?<J E B7D4A<K9AAO@< 6B;@B:ABEFS@< < <A64?<8B6 

�?S <A64?<8B6 < ?<J E B7D4A<K9AAO@< 6B;@B:ABEFS@< ;8BDB6PS HBD@4 CDB6989A<S 
;4ASF<= CB 8<EJ<C?<A9 GEF4A46?<649FES E GK9FB@ BEB59AABEF9= CE<IBH<;<K9E>B7B 
D4;6<F<S, <A8<6<8G4?PAOI 6B;@B:ABEF9= < EBEFBSA<S ;8BDB6PS. 

 #D< BCD989?9A<< HBD@O CDB6989A<S ;4ASF<= E B5GK4RM<@ES E B7D4A<K9AAO@< 
6B;@B:ABEFS@< ;8BDB6PS <?< <A64?<8B@ A9B5IB8<@B GK<FO64FP D9>B@9A84J<<, 84AAO9 CB 
D9;G?PF4F4@ @98<>B-EBJ<4?PAB= Q>EC9DF<;O, EB89D:4M<9ES 6 <A8<6<8G4?PAB= CDB7D4@@9 
D945<?<F4J<< <A64?<84, BFABE<F9?PAB D9>B@9A8B64AAOI GE?B6<= < 6<8B6 FDG84.  

#D< A9B5IB8<@BEF< 8?S B5GK4RM<IES <; K<E?4 <A64?<8B6 < ?<J E B7D4A<K9AAO@< 
6B;@B:ABEFS@< ;8BDB6PS EB;84RFES EC9J<4?PAO9 GK95AO9 @9EF4 E GK9FB@ A4DGL9AAOI 
HGA>J<= < B7D4A<K9A<= :<;A989SF9?PABEF<. 

'>4;4AAO9 A<:9 GE?B6<S <A64?<84@ < ?<J4@ E B7D4A<K9AAO@< 6B;@B:ABEFS@< 
;8BDB6PS CD<@9ASRFES CD< A4?<K<< G>4;4AAOI ?<J 6 7DGCC9 B5GK4RM<IES 6 ;46<E<@BEF< 
BF AB;B?B7<< ;45B?964A<= <?< A4DGL9A<= 6 D45BF9 BF89?PAOI BD74AB6. 

�5GK9A<9 EFG89AFB6 E A4DGL9A<9@ E?GI4 

"5GK9A<9 EFG89AFB6 E A4DGL9A<9@ E?GI4 6OEFD4<649FES K9D9; D94?<;4J<R 
E?98GRM<I C9847B7<K9E><I CD<AJ<CB6: 

- A47?S8ABEF<, 
- <A8<6<8G4?<;4J<<, 
->B@@GA<>4F<6ABEF< A4 BEAB69 <ECB?P;B64A<S <AHBD@4J<BAAOI F9IAB?B7<=, 

D4;D45BF4AAB7B GK95AB-8<84>F<K9E>B7B >B@C?9>E4, 6>?RK4RM97B C4>9F EC9J<4?PAOI 
GK95AB-@9FB8<K9E><I CD9;9AF4J<= 

-<ECB?P;B64A<S GK95AOI CBEB5<=, 484CF<DB64AAOI 8?S 6BECD<SF<S EFG89AF4@< E 
A4DGL9A<9@ E?GI4. 

� K<E?G CDB5?9@, I4D4>F9DAOI 8?S ?<J E A4DGL9A<9@ E?GI4, @B:AB BFA9EF<: 
- ;4@98?9AAB9 < B7D4A<K9AAB9 6BECD<SF<9. 
- A98BEF4F>< D9K96B7B D4;6<F<S. 
- A98BEF4F>< D4;6<F<S @OE?<F9?PAB= 89SF9?PABEF<. 

-CDB59?O 6 ;A4A<SI. A98BEF4F>< 6 D4;6<F<< ?<KABEF< (A9G69D9AABEFP 6 E959 < 
A9BCD4684AA4S ;46<E<@BEFP BF B>DG:4RM<I, A<;>4S >B@@GA<>459?PABEFP, Q7B<;@, 
C9EE<@<;@, ;4A<:9AA4S <?< ;46OL9AA4S E4@BBJ9A>4, A9G@9A<9 GCD46?SFP EB5EF69AAO@ 
CB6989A<9@). 

-A9>BFBDB9 BFEF464A<9 6 HBD@<DB64A<< G@9A<S 4A4?<;<DB64FP < E<AF9;<DB64FP 
6BECD<A<@49@O= @4F9D<4?, BC9D<DB64FP B5D4;4@<, EBCBEF46?SFP 6AB6P <;GK9AAB9 E 
<;GK9AAO@ D4A99. IG:9, K9@ G E?OL4M<I E69DEFA<>B6, D4;6<F 4A4?<; < E<AF9; B5N9>FB6. 
ЭFB 6OD4:49FES 6 FB@, KFB 7?GI<9 < E?45BE?OL4M<9 @9APL9 6O89?SRF 6 B5N9>F9 89F4?<, 
K4EFB BCGE>4RF @4?B;4@9FAO9, AB EGM9EF69AAO9 CD<;A4><. 

#D< BD74A<;4J<< B5D4;B64F9?PAB7B CDBJ9EE4 EB E?45BE?OL4M9= 4G8<FBD<9= 
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